
In this section you can configure security-related policies.

 

Maximum time (in seconds) for user activity until the device locks. A value of 0 means there is no
restriction.

 

The battery plugged in modes for which the device stays on. When using this setting, it is
recommended to clear Maximum time to lock so that the device doesn't lock itself while it stays
on.

AC charger: Power source is an AC charger.

USB port: Power source is a USB port.

Wireless charger: Power source is wireless.

 

Whether the keyguard is disabled.

 

Password requirement policies. Different policies can be set for work profile or fully managed
devices by setting the Scope field.

The scope that the password requirement applies to.

Security

1. Maximum time to lock

2. Stay on when charging

3. Keyguard disabled

4. Password requirements

4.1. Scope



Auto: The scope is unspecified. The password requirements are applied to the work profile
for work profile devices and the whole device for fully managed or dedicated devices.

Device: The password requirements are only applied to the device.

Work profile: The password requirements are only applied to the work profile.

The length of the password history. After setting this field, the user won't be able to enter a new
password that is the same as any password in the history. A value of 0 means there is no
restriction.

Number of incorrect device-unlock passwords that can be entered before a device is wiped. A value
of 0 means there is no restriction.

This setting forces the user to periodically update their password, after the specified numbers of
days.

The length of time after a device or work profile is unlocked using a strong form of authentication
(password, PIN, pattern) that it can be unlocked using any other authentication method (e.g.
fingerprint, trust agents, face). After the specified time period elapses, only strong forms of
authentication can be used to unlock the device or work profile.

Device's default: The timeout period is set to the device’s default.

Every day: The timeout period is set to 24 hours.

The required password quality.

None: There are no password requirements.

Weak: The device must be secured with a low-security biometric recognition technology, at
minimum. This includes technologies that can recognize the identity of an individual that are
roughly equivalent to a 3-digit PIN (false detection is less than 1 in 1,000).

Any: A password is required, but there are no restrictions on what the password must
contain.

4.2. Password history length

4.3. Maximum failed passwords for wipe

4.4. Password expiration timeout

4.5. Require password unlock

4.6. Password quality



Numeric: The password must contain numeric characters.

Numeric complex: The password must contain numeric characters with no repeating (4444)
or ordered (1234, 4321, 2468) sequences.

Alphabetic: The password must contain alphabetic (or symbol) characters.

Alphanumeric: The password must contain both numeric and alphabetic (or symbol)
characters.

Complex: The password must meet the minimum requirements specified in
passwordMinimumLength, passwordMinimumLetters, passwordMinimumSymbols, etc. For
example, if passwordMinimumSymbols is 2, the password must contain at least two symbols.

The minimum allowed password length. A value of 0 means there is no restriction.

Minimum number of letters required in the password.

Minimum number of lower case letters required in the password.

Minimum number of upper case letters required in the password.

Minimum number of non-letter characters (numerical digits or symbols) required in the password.

Minimum number of numerical digits required in the password.

Minimum number of symbols required in the password.

 

Whether factory resetting from settings is disabled. Only apply to fully managed devices.

4.7. Minimum length

4.8. Minimum letters

4.9. Minimum lower case letters

4.10. Minimum upper case letters

4.11. Minimum non letter characters

4.12. Minimum numerical digits

4.13. Minimum symbols

5. Factory reset disabled



 

Email addresses of device administrators for factory reset protection. When the device experiences
an unauthorized factory reset, it will require one of these admins to log in with the Google account
email and password to unlock the device. If no admins are specified, the device won't provide
factory reset protection. Only apply to fully managed devices.

 

Keyguard (lock screen) features that can be disabled.

Disable all current and future keyguard customizations.

Disable the camera on secure keyguard screens (e.g. PIN).

Disable showing all notifications on secure keyguard screens.

Disable unredacted notifications on secure keyguard screens.

Ignore trust agent state on secure keyguard screens.

Disable fingerprint sensor on secure keyguard screens.

Disable text entry into notifications on secure keyguard screens.

Disable face authentication on secure keyguard screens.

6. Factory reset protection

7. Keyguard features

7.1. Disable all

7.2. Disable camera

7.3. Disable notifications

7.4. Disable unredacted notifications

7.5. Ignore trust agent state

7.6. Disable fingerprint

7.7. Disable text entry into notifications

7.8. Disable face authentication



Disable iris authentication on secure keyguard screens.

Disable all biometric authentication on secure keyguard screens.

7.9. Disable iris authentication

7.10. Disable all biometric authentication
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