TOKeHbl perncrtpaunn

Cerberus Enterprise ncnonb3yeT TOKEHbl perncTpaunm onsa 3anycka npowuecca perncrpaumm
(noaroToBkmn) Android-ycTponcTB. BoibpaHHbLIN BaMn TOKEH onpenensieT HavdallbHYI0 MOJINTUKY,
NPUMEHSAEMYIO K 3aperncTpUpoBaHHbIM YCTPOMCTBAM, N BANSET Ha OOCTYMNHbIE PEXUMBI
NoArOTOBKMW.

Bknagka «TokeHbl permctpaunn Android» CTaHOBUTCS AOCTYMNHOW TOJIbKO nNocne

3aBepLUEHNS HACTPOUKHM ynpaBneHusa Android.

[[0e HAUTW TOKEHbI perncTtpaunm

B naHenun ynpaeneHnsa oTkponTe TOKeHbl peructpauum. B 3aBUMCMMOCTU OT KOHUrypaunm
BalLen y4eTHON 3anncum, Ha CTpaHuue MoXeT 0TobparkaTbCsl HECKOJIbKO BKIaAoK (TOKEHbI
Android, Pernctpauns 4yepes Bxon B Google, PydHasa peructpaunsa Apple n ABTomaTtundeckas
perucTpaumsa yctponcts Apple).

Ecnn Bawe Android-npegonpusatune pabotaeT Ha 6a3e ynpaensgeMmoro nomeHa Google (Google
Workspace), B naHenn ynpaBieHns TakXXe MoXKeT oTobpa)kaTbCa BKIaAKa
AyTeHTU(UKaALMA C NOMOLLLIO perucTtpauum Yyepes Google. NoapobHyo MHpopMaLmo

0 BKJIOYEHUWN 1 UCMOJIb30BAHMN 3TON PYHKUNM CM. B pa3aesie AyTeHTU(UKauma

NnoMoOLUbIO peructpauum Yepes Google.

Crnncok TOKeHOB perncrpayunmn
(Android)

Bknagka «TokeHbl Android» cogep>XuT Tabanuy co Bcemm TokeHaMu. [Npn HakaTum Ha CTPOKY
OTKpbIBAaeTCs CTpaHuMua c noapobHom nHpopMaLmen 0 TOKEHE.

CTtonbubl
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ID: BHYTPEHHUN NOEHTUPMKATOP TOKEHA.

CraTtyc: floctyneH, Ucnonb3oBaH (04HOPa30BbIA TOKEH Y>Ke UCNoJsib30oBaH) nan UcTek.
CpoOK pencTBUA: faTa/BpeMs nctevyeHns Cpoka aenctemsa nnm Hukorpa.

MonutukKa: NONTMKA, Ha3Ha4YeHHaa TOKeHyY (B NoACKa3ke MHTepdenca Takxe
oTobparkaeTcsd ID nonnTukn).

JInuHoe ucnosib3oBaHue: PaspelleHo / 3anpeweHo / CneymanmsnpoBaHHOEe YCTPOMCTBO.
JonycTuMbie cnocobbl UCNONb30BaHUA: MHOMOKpPaTHOE UM TOJIbKO 04HOPa30Boe.
Monb3oBaTenb: HeobA3aTeNbHbLIN NOJIb30BaTE/b, 3apaHee Ha3Ha4YeHHbIN A5 YCTPONCTB,
3aperncTpupoBaHHbLIX C MOMOLLbIO 3TOr0 TOKEHa.

encrteus

e [1N15 Ka)K4OW CTPOKWN NpenycMoTpeHo Aencrteme yganeHus (YaanuTb TOKEH
peructpaumm). YoaneHue oTKJOYEHO, eC/IN CPOK AeNCTBUS NNLEH3UN UCTEK.

e Tabnnua nogoepxneaeT BbIGOP HECKOSIbKUX CTPOK: Bbl MOXKETE BKOHYNTb PEXUM
BbibOpa, BblAEINTb HECKO/IbKO TOKEHOB M YAA/INTb UX C MOMOLLbI0 QYHKUUM Y BanuTb
BblIOpaHHbIe TOKEHbI.

e /icmonb3ynTte gencreme «OB6HOBNTL», 4TObObI Nepe3arpy3nTb CNUCOK. Tabanuya nmeeTt
narnHauwnto (10/25/50 aneMeHTOB Ha CTpaHuLe).

Co30aTb HOBbIV TOKEH
perncTpaunmn

Ha Bknagke «TokeHbl Android» HaxMnTe HOBbIW TOKEH perucrpauum, 4Tobbl OTKPbITbE CTPaHULY
Cco3[aHne ToKeHa. Ecnum cpok OencTBUA Ballen JNLEH3UN NCTEK, KHOMKa co3gaHuna byneTt
HeOoCTYrMHa.

[TapaMeTpbl TOKEeHa

1. NMonntmka

Ob6sa3aTtenbHo. [NoNnTUKa, KoTopas byneT aBTOMaTUYECKM NPUMEHATHLCSA KO BCEM YCTPONCTBAM,

3aperucTprUpoBaHHbIM C MOMOLLbI 3TOro TOKeHa. BbibepuTe oaHy 13 Bawmnx nonutuk Android.

Ecnn y Bac ewe HeT NoaMTUK, CHavyana co3fanTe ux.

2. MNonb3oBaTeNnb

HeobsizaTenbHo. ECn 3HaYeHNe yCTaHOBNEHO, HOBbIE 3apPerncTpMpoBaHHbIE YCTPONCTBa byayT
aBTOMaTMYeCKN MPUBSI3aHbl K 3TOMY MOJIb30BaTeo.


https://enterprise.cerberusapp.com/docs/books/rukovodstvo-polzovatelia/chapter/politiki-android

3. JIn4yHoe ncnosb3oBaHue

OnpenensaeT, pa3peLlleHo N JINYHOE UCMOIb30BaHNe Ha YCTPONCTBE, NOAroTOBJIEHHOM C
MOMOLLLbIO 3TOr0 TOKEHa perncTpaunn:

e PaspeweHo: NnogxoanT As8 YCTPONCTB, NpUHagNeXxallnx 4acTHbIM nuam (paboyduni
Mponiib), a Tak>KXe A7 KOPNopaTMBHbIX YCTPONCTB 414 paboynx 1 NNYHbIX Lesen.

e 3anpeLwieHo: NoAXOANT A1 KOPMOPaTUBHbLIX YCTPONCTB, NpeAHa3HavYeHHbIX TONIbKO A4
pabo4ynx uenen (NonHoe ynpasseHune).

e CneumanusnpoBaHHOE YCTPOMUCTBO: NOAXOANT A1 KUOCK-PEXUMOB NN
creuvaan3npoBaHHbIX YCTPOMNCTB (YCTPONCTBO HE MPUBSA3aHO K KOHKPEeTHOMY
noJib30BaTesio).

4. onycTumMble cnocobbl NCMOJIb30BaHNS

BbibepuTte, MOXXeT N1 TOKEH MCMNO0JIb30BaTbCs MHOroKkpaTHO (MHOrokpaTHoe) 1au TOJ/IbKO OAWH
pa3 (TosIbKO OgHOpa3oBoe).

5. Cpok npencrtseus

BbibepnTte eanHuLy namepeHmsa cpoka genctens (MuHyTsbl, Hacol, I Hu nnv Hukorpa). Ecnm He
BbibpaHo «Hnkorga», BBeAUTe 3Ha4YeHMe CpoKa AencTBuA. JonyCTUMbIA AMana3oH 3aBUCUT OT
BbIOpaHHOW e anHULbI U3MEPEHUS U MOXKET CoCTaBnsaTb Ao 10 000 aHen.

[MapamMmeTpbl NOAroToBKU (TONbLKO QR-KOA)

ITN [OMOJSIHUTENbHbIE NapaMeTpbl BCTpanBatoTCca B QR-Ko4 1 MPUMEHSAIOTCA BO BPEMSA NOLFOTOBKMN
MOJIHOCTbIO YNpaB/isieMblX YCTPONCTB, 3aperucTpupoBaHHbIX NyTeM cKaHupoBaHna QR-koaa. OHwm
He MPUMEHSIOTCA K pabodrm NpoPuasaM nam yCcTponcTBaM, 3aperncTpmMpoBaHHbIM C MOMOLLbIO
URL-agpeca permcrtpaunu nam ToKeHa.

KoHdurypauunsa Wi-Fi

Ncnonb3ynTte 370, 4TO6bl YCTPOMCTBO MOMJ1I0 aBTOMaTMYeCcKM noaknto4nTbcs Kk Wi-Fi Bo Bpems
MnoAroTOBKW AN 3arpy3kKn N MHNLUMANN3aLUNA NPUNOXKEHNS ynpaBneHns. JoCcTynHble nons
BkJ1toYatoT SSID, CKpbiTbi SSID, Be3onacHocTb 1 (Npn HeobxoanmocTu) Maponb.

Bbl Takxxe moxeTe HacTpouTb HTTP-npokcu (Mpokcu) 1, B 3aBUCUMOCTU OT peXxmnma, 3agatb XocCT
/MopT, PAC URI 1 XocCTbl, UCKJIIOUYAlOLWLUE NPOKCUpPOBaHMe.

Ipyrmne napameTpbl

JononHuTeNbHbie MapaMeTpbl BKAOYaOT A3bIK U pernoH, Yacosou nosc 1 NMponycTtuTtb
wucdposaHue.



[NogpobHada nHpopMaL Mg O TOKEHE
perncTpaunu

Mpn OTKPLITUM TOKEHA Ha CTpaHuMLUe ¢ nogpobHon nHpopMaLmen oTobpa)katoTcs ero
KOHUrypaumsa n ceegeHmns ob 1crnosb3oBaHUN:

e CtaTtyc, Cpok peucteua, Ucnonb3oBaHue, JInuHoe ucnosibsopaHue 1 lonycrumbie
cnocobbl MCNONb30BaHMUA.

e TOKeH: NcxogHoe 3Ha4YeHne ToKeHa perncTtpaunn (MOXXHO CKOI'II/IpOBaTb).

e URL-appec peructpauuu: URL-agpec peructpauunn Google Android Enterprise (MOXHO
CKOMNMpOBaTb 1 OTNPABUTb MO /IEKTPOHHOWM Mo4Te).

e QR-Kop: oTo6parkaeTCs B MPaBOM YaCTU CTPAHULbI, NCMONIb3YyeTCa ANa perncrpaumm
MOJIHOCTbIO yNpaB/isieMblX YCTPOMCTB.

[nsa nowaroBoro 03HakKOMJIEHMs C NpoLenypamMmn NoaroTOBKN creayinTe pykoBoaCcTBaM Mo

peructpaunm Android: YCTPOUCTBA, NpUHaANneXaliue YaCTHbIM JiuuamMm,

KopnopaTuBHble YCTPOUCTBA AJIA Ppaboumnx u IMYHbIX ueser, KopnopaTuBHbIe

YCTPOMUCTBA TOJILKO ANa pabouux ueneun n Zero-touch.
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