TOKeHbl perncrtpaunn

Cerberus Enterprise ncnonb3yeT TOKEHbl perncTpaunm onsa 3anycka npowuecca perncrpaumm
(moaroToBkM) ycTponcTe Android. BoibpaHHbI TOKeH onpeaenseT HavyaslbHY0 NOJANTUKY,
NPUMEHSAEMYIO K 3aperncTpUpoBaHHbIM YCTPONCTBAM, U BINAET Ha TO, KaKUe peXxnuMbl NOATrOTOBKM
pa3peLleHbl.

Bkniagka TokeHoB pernctpauum Android 4OCTyrnHa TOJIbKO NOC/€ BbINMO/HEHNS HACTPOUKM

ynpaBnenusa Android.

[0e HAaNTW TOKEHbl perncTpauunm

B naHenn ynpasneHns oTKponTe TOKeHbl peructpaumm. B 3aBMCMMOCTN OT KOHUIrypaumnm
aKKayHTa CTpaHuLa MOXXeT MNoKasblBaTb HECKOJIbKO BKJIaA0K (ToKeHbl Android, perncrpauuvs
yepes Bxopg Google, py4yHasa peructpaumsa Apple n aBTomatudeckas permctpaumsa yCTponucTs
Apple).

Ecnun Bawe npeanpusaTtne Android nogaep>xmeaeTcs ynpasnasemMmbiM gomeHoMm Google
(Google Workspace), mnaHesib yrpaBAeHNA Tak>Ke MOXKET MoKa3biBaTb BKIAAKY
AyTeHTU(UKaALMUA C NOMOLLbIO peructpauumn Google. NogpobHee 0 BKAOYEHUN 1

NCnonb3oBaHUM cM. AyTeHTUdUKaLUA C NoMOoLbIO peructpauum Google.

CnncokK TOKeHOB peruncrpayunmn
(Android)

Ha Bknagke TokeHoB Android oTobparkaeTcsa Tabnunua BCcex TOKEHOB. [1pn Ha)KaTuM Ha CTPOKY
OTKPbLIBAaeTCA CTPaHNLA CBEAEHUA O TOKEHE.

CTtonbubl
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e CTaTycC: AKTMBEH (yCTPONCTBa MOryT PerncTpmpoBaThbCsa C TOKkeHoM), CPOK UCTEK (faTa
ncrtevyeHns npowia) unm Ucnonb3oBaH (04HOPA30BLIN TOKEH, KOTOPbIN YXXe
ncrnosib3oBasnn).

e MonmnTMka: NoNNTUKa, Ha3HAaYeHHasa TOKEHY (B NoACKa3Ke rnokasaH naeHTugukaTop
NoNNTMKK). YaanéHHana NnoJIMTUKA O03HAYaeT, 4TOo NoAnTuka bbina yaaneHa nocne
CO3JaHuNA TOKEeHa.

e Monb3oBaTtenb: HeobsA3aTeNbHbIN N0JIb30BaTESb, 3apaHee Ha3Ha4YeHHbIN YCTPONCTBAM,
3aperncTpupoBaHHbLIM C MOMOLLbIO TOKeHa. Y AaNnéHHbIW NoJsib30BaTeJsib O3Ha4YaeT, 4To
nosnb3oBaTesb Obla yaanéH nocse co3gaHns ToKeHa.

e Perncrpaumm: CKoJ/IbKO YCTPONCTB 3aperncTpupoBasiocb C TOKEHOM; A1 04HOPa30BOro
TOKeHa nokasbliBaeTcd Kak n / 1.

e JInuHoe ucnonb3loBaHue: PaspelleHo / 3anpeLleHo / BelneneHHoOe yCTPOUCTBO.

e Co3paH: Korga 611 co3gaH TokeH. B Tabnnue cHavana NokasbiBalOTCA CaMble HOBbIE
TOKEHHbI.

e CpOK BEelCcTBMUA: laTa U BpeMsa NCTeYeHNsa Cpoka aenctemsa niv Hukorpa.

o Kopn peructpauumm: Ko TOKeHa, KOTOPbIA Bbl BBOAUTE Ha YCTPONCTBE NPU perncrpauumn
6e3 QR-kogaa.

[enctBug

e Kaxkgasa cTpoka nmeeTt gencrteme yganeHus (YpanauTb TOKEH perucrtpauum). YoaneHue
HEeOOCTYMHO, eC/IN CPOK AENCTBUSA JINLLEH3UN UCTEK.

e Tabnunua nogaep>xmBaeT BbIGOP HECKOIbKMX CTPOK: MOXKHO BKJTIOUYUTb pPexxuMm Bbibopa,
BbIBpaTb HECKOJIbKO TOKEHOB U Ya/INTb UX C MOMOLLbIO Y AQaNUTb BbiIOpaHHbIEe TOKEHbI.

e icnonb3ynTte gencrteme obHoBNEHMUS, 4TOObLI Mepe3arpy3nTb cnncok. Tabnnua pasbuTa
Ha cTpaHuubl (10/25/50 anemMeHTOB Ha CTpaHuue).

Co3OaHuMe HOBOIro TOKeHa
perncrtpauunmu

Ha Bknagke TokeHoB Android Ha)xmMTe HOBbIA TOKEH perucrpaumm, 4Tobbl OTKPbITb CTPAHULLY
Cco34aHuNs ToKeHa. Ecnm cpok OencTBUS NNLEH3UN UCTEK, KHOMKA CO3aHns HeQoCTyrnHa.

[TapamMeTpbl TOKEHa

1. NMonntmka

Ob6sa3aTtenbHo. [10INTUKA, AaBTOMATUYECKN NMPUMEHSIEMAs KO BCEM YCTPONCTBAM,

3aperncTtpmnpoBaHHbIM C MOMOLLBIO 3TOM0 TOKEHa. Bb|6ep|/|Te OOHY N3 BallNX MOJIUTUK Android.
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Ecnn y Bac ewé HeT NoINTUKN, CHavala co3fanTe eé.

2. Nonb3oBaTeNb

Heobsi3aTenbHO. Ecnn 3apaHo, BHOBb 3aperncrTtpunpoBaHHbIe yCTpOIZCTBa aBTOMaTU4YECKN
CBA3bIBAOTCA C 3TUM MOJIb30BaTEJIEM.

3. JIn4yHoe ncnosib3oBaHue

yl'lpaBJ'IFIeT TEM, pa3peeHo Jin JINHHOE NCrOoJib30BaHWE Ha yCTpOIZCTBe, noaroToBjieHHOM C
MOMOLLBIKO 3TOr0 TOKEHa perncTpaynn:

e PaspeweHo: nogxoanT AN5 JINYHbIX YCTPONCTB (pabo4nin npodunsb) U KOPNOpaTUBHbIX
yCTPONCTB s paboTbl N INHHOMO NCNOJIb30BAHUA.

e 3anpeLweHo: NoAX0ONT OJ19 KOPNOPaTUBHbBIX YCTPOWCTB TOJ/IbKO 14 paboTbl (MONHOCTbIO
ynpaBaseMmsble).

e BoipeneHHoe yCTPOMUCTBO: NOAXOANT A8 KNOCKOBbIX/BblAENEHHbIX YCTPONCTB
(yCTpOMNCTBO He CBA3aHO C 04HMM MNOJib30BaTENEM).

4. [lonyCcTMble NCMoJib30BaHUA

BbibepuTte, MOXXET NI TOKEH UCMN0JIb30BaTbCA MHOIrOKpaTHO (MHOroKpaTHO) 1ax TOJIbKO OAMH pa3
(Tonbko oguH pa3s).

5. Cpok goencrteung

BbibepuTte egnHunuy cpoka genctsmsa (MunyTtbl, Hacel, A Hu nan Hukorpa). Ecam BeibpaHo He
«Hukorpga», BBeAUTE 3Ha4YeHne cpoka AencTems. JonyCcTUMbIA AMana3oH 3aBUCUT OT BbiIGpaHHOM
egnHuUbl 1 MoXxXeT gocturaTtb 10 000 oHen.

6. AyTeHTndmnkauma Google

YnpaBnsieT TeM, LOJKEH JI1 NOJIb30BaTesb ayTEHTUDULNPOBATHLCSA C MOMOLLbIO akkayHTa Google
BO BPeMSsi pernctpaumnm ycTponcTaa:

e He ykasaHoO: 1Cnosib3yeTca HacTponka ayTeHTudukaumm Google Ha ypoBHe
npeanpuaTns, 4Tobbl onpefennTb, HY>XHO 1M NOJIb30BaTeN0 ayTEHTUDULMPOBATLCA C
nomoLubto Google BO BpeMs permcrtpaunm.

e HeobGsA3aTenbHO: NoNb30BaTENlb MOXKET NPONYCTUTb ayTeHTUdMKaumnto Google Bo BpeMs
perncrtpaumn.

e OOsA3aTeNnbHO: N0/Ib30BaTE/b AOJKEH ayTEHTUDNUNPOBATBLCS C MOMOLLLI aKKayHTa
Google, 4Tobbl NPOAO/IKNTL PErncTpauuto.

Ecnun BbibpaHo ObBa3aTenbHO, NossnsieTcs HeobsA3aTeNnbHOe nosie Aa. noyTa ob6A3aTeNbHOro
akKKayHTa. Ecam oHOo 3agaHo, Nob30BaTelb AO/IKEH ayTEHTUPMUNPOBATHCHA C MOMOLLBLIO 3TOr0
KOHKpPEeTHOro akkayHTa Google Bo BpeMs peructpauunu.



[MapameTpbl MOAroTOBKN (TOJIbKO QR-KOA)

ITN [OMOJSIHUTENbHbIE NMapaMeTpbl BCTpanBatoTCca B QR-Ko4 1 MPUMEHSAI0TCA Npu MOArOTOBKE
NMOJIHOCTbIO YNpPaB/sieMbIX YCTPONCTB, 3aperncTpupoBaHHbIX CKaHMpoBaHuem QR-koga. OHM He
MPUMEHSAITCA K pabo4ynm npounnam nam ycTponcTBaM, 3aperncTpmpoBaHHbiM ¢ nomouwbio URL
perucTpaumn nim ToKeHa.

HacTtponka Wi-Fi

Ncnonb3yinTte 370, 4TObbI YCTPOMCTBO aBTOMaTUYeCKN nogktodanocb K Wi-Fi Bo Bpems
MOArOTOBKM M MOI10 CKavaTb U MHULNANN3NPOBATL NPUIOXKeHUe yrnpasieHnsa. JoCTyrnHble nons:
SSID, CkpbiTbin SSID, Be3onacHocTb U (Npu HeobxoammocTun) MaponbHana dpasa.

Bbl Takxe MoxxeTe HacTponTb HTTP-npokcu (MPOKCK) 1 B 3aBUCMMOCTM OT pexunma ykasaTb XOCT
/MopT, URI PAC 1 XocT B 06x04 NPOKCHU.

Ipyrmne napamMmeTpbl

JononHuTenbHblie NapamMeTpbl: Jlokanb, YacoBon nosac 1 MponycTtuth WwncgpoBaHue.

CBegeHnsa o TOKeHe perncrpaunm

Korga Bbl OTKpblBaeTe TOKEH, CTPaHMLA CBeAeHW NoKa3biBaeT KOHPOUTYypaLINIO TOKEHa 1
NHGopMaLNio 06 NCNOJIb30BaAHUN:

e CtaTyc, Cpok peucteua, Ucnonb3oBaHue, JInuHoe ucnosb3oBaHue, flonycTuMmbie
ucnonb3oBaHUA 1 (ecnum 3agaHo) AyteHTudukauma Google c HeobazaTeNbHbIM .
noyta ob6A3aTeNbHOro akKayHTa.

e TokeH: HeobpaboTaHHOE 3Ha4YeHMEe TOKeHa perncrtpaunm (MoXXHO CKONMPOBaThb).

e URL peructpauuu: URL pernctpauymm Google Android Enterprise (MO>XXHO CKONMMUPOBaTb U
OTMPaBUTb MO 3JIEKTPOHHOW MoYyTe).

e QR-kop: oTobparkaeTcs B MpaBoOn YaCTN CTPaHULbI M NCNONb3YEeTCA ANS perncrpauunm
MOJIHOCTbIO YrpaBasieMblX YCTPONCTB.

Mowarosble npouenypbl NoAroToBKk CM. B PyKOBOACTBaX Mo perncrpaunm Android:

JInuHble ycTpoucTBa, KopnopaTuBHbIe YCTPOUCTBA AN paboTbl M JIMMHOIO

ucnonb3oBaHusa, KopnopaTuBHbie YCTPOMUCTBA TONLKO AnA pabortsl 1 Zero-touch.
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