Apple policies

Apple policies onpenensioT NnapamMeTpbl yripaBieHus, kKoTopble Cerberus Enterprise npumeHseT K
ycTponcTBam Apple yepes MDM. 2Tu HaCTPONKM 3a4atl0TCA B NAHENM yrnpaB/ieHNs B pedakTope
Apple policy.

[lepen Ha4YanoMm paboThbl

Ons ynpasnenusa yctponcteamu Apple Heobxoammo HacTpouTb Apple Management (APNs). Mpwn

HeobXoAMMOCTM O3HAKOMbTECh CO CTpaHuuen Hactponka Apple Management (APNSs).

OTkKpouTe pepakTop Apple Policy

B naHenun ynpasneHus otkponTe Policies n Haxxmnte Create new Apple policy. YTobbl
OTpenakTMpPOBaTb CYLLECTBYOLWY NoANTUKY Apple, HaXKMnUTe Ha COOTBETCTBYIOLLYO CTPOKY B
Tabnnue NnonnTuK.

MakeT pefaKTopa

PepakTtop Apple Policy opraHunsoBaH B Buae Habopa pa3BopayMBatoLMXCs pa3aenos. B BepxHei
4acTW CTPaHULbl Bbl BCEra MOXETE PeaaKTUPOBaTh:

e NUMa (ob6a3aTenbHO)
e Id (TONBLKO ONA YTEHUA)
e OnucaHue (Heobs3aTeNbHO)

Pa3aoenbl NONUTUKN

Hu)xe nepeyuncneHsl pasaesbl, COOTBETCTBYOLIME NAHENsaM, OOCTYMHbIM B pefgakTope Apple Policy:

e YnpaBneHue NpUIoXKEeHUAMMU: HAaCTPOMKaA OrpaHNYeHnin, CBA3AHHbIX C MPUIOXKEHUAMU,
N YNpaBisieMblX MPUI0XKEHWI.


https://enterprise.cerberusapp.com/docs/books/rukovodstvo-polzovatelia/page/nastroika-upravleniia-apple-apns

e HacTpomnku Kog-napona: HacTponka TpeboBaHNI K KOA-MapOoJIt0 N CBA3aHHbIX C HUM
npasu.

o Be3onacHOCTb: yrpaBJsieHNne TakuMn PYHKLNSAMU, Kak aBTopa3biokmposKka n
brnomeTpunyeckasa pasbiokmposKa.

e iCloud: pa3pelleHne nnm 3anpetT onpeaeneHHbix cepsncon iCloud (pesepBHoe
KonupoBaHMe, CUHXPOHW3aLUNsa CBA3KM Ktoven, Private Relay u T. g.).

e MynbTuUMepMa: paspelleHne Nan 3anpeT NCMOJIb30BaHMS KaMepbl U CBA3aHHbIX C HEN
PYHKLNRA.

e CoToBasA CBA3b: yNpaBJsieHNe HAaCTPONKaMn COTOBOIM CBA3U (LaHHbIe 018 NPUNOXKEHUI,
eSIM, nsmeHeHne TapudgHoro niaaHa).

e CeTn: ynpasneHune AirDrop, AirPrint, AirPlay n apyrmumMmm HacTpomkaMmm NoAKJKOHEHUS.

e Y4YyeTHble 3anMUCKh: OrpaHNYeHNE BO3MOXXHOCTUN N3MEHEHMUS YYETHbIX 3arncen n
(onuMoHasbHO) HAaCTPOMKa y4YeTHbIX 3anncen Google n Mail.

MHorve napameTpbl B pegaktope Apple Policy cooep>xaT BCr/biBaloLWMe NOACKA3KM, B
KOTOpPbIX YKa3aHbl TpeboBaHUS 1 noaaep>xmaemblie sepcum OC.

CoxpaHeHue, yaoasieHne u
CBsAA3aHHble YCTPONCTBA

Ncnonb3yiTe Save policy, 4ToObl MPUMEHNTL N3MEHEHUSA. KHOMKa HeaKTUBHa, eCcin HeT
He3aBepLUeHHbIX NMPaBOK UM eC/IN CPOK AEACTBUA INLLIEH3UN UCTEK.

MNpn pefakTUpoOBaHMN CYLLLECTBYIOLLEN MNOIMTUKN Ha CTPaHMLUe Takxe oTobparkaeTcs fencremne
Delete policy. B HMXHen YacTu pegakTopa MoxXeT oTobpaxkaTbcs cnucok Associated devices,
4TOObI Bbl MOr M BUOETL, CKOJIbKO YCTPOUCTB B AA@HHbIA MOMEHT MCMNOJb3YIOT 3TY MOJNTUKY.

Cnepgywouwme CTpaHMUb

e Kog-naposib: HaCcTponkKa TpeboBaHUN K KOA-MNApPOJI0 U CBA3AHHbIX C HAM MapaMeTpoB
H6e3sonacHocTw.

e OrpaHunyeHuns: onpeaesieHne paspeleHHbIX PYHKLUA 1 orpaHnyYeHnin Ha yposHe OC.

e [pnnoXxeHna n NPouaN: HaCTPOMKa YCTAaHOBNIEHHbIX MPUTOXKEHUIA U
KOH(UIYypaLNOHHbIX Npoduien.
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