
When an employee reports a lost or stolen device, rapid response is critical. Every minute counts in
protecting sensitive corporate data from unauthorized access. Research shows that quick incident
response can reduce the cost of a data breach by up to 30%.

Critical first steps:

Verify the situation: Confirm when and where the device was last seen, whether it was
truly stolen or simply misplaced
Document the incident: Record device ID, serial number, phone number, last known
location, and circumstances
Check device status: Log into your MDM platform to verify last check-in time and
location
Attempt device location: Use MDM location tracking to pinpoint the device if still
powered on
Enable lost mode: Immediately activate lost mode to lock the device and display
recovery contact information

Example scenario: A sales representative reports their phone missing after a client meeting.
Within 5 minutes, your IT team checks the MDM console, sees the device is still online at the
client's office, and enables lost mode with a message: "If found, please call IT at [number]." The
client's receptionist finds it under a conference room table and calls immediately—crisis averted.

Not all device loss incidents carry the same risk. Your response should match the severity of the
potential data exposure.

Low-risk scenarios:
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Device lost in secure company premises
Personal device with work profile only (corporate data isolated)
Device with no recent corporate data access
Strong probability device will be recovered quickly
Response: Monitor location, enable lost mode, wait 24 hours before escalation

Medium-risk scenarios:

Device lost in public location (restaurant, taxi, airport)
Company-owned device with standard corporate access
Device accessed general business applications within past week
Unknown whether device was stolen or simply lost
Response: Immediate lost mode, selective wipe of corporate data after 4 hours, full
assessment of data exposure

High-risk scenarios:

Device confirmed stolen (witness account, suspicious circumstances)
Executive or IT administrator device with elevated privileges
Recent access to sensitive data (financial records, customer databases, trade secrets)
Device in high-risk location (foreign country with data privacy concerns)
Response: Immediate remote wipe, password resets for accounts accessed from device,
security team notification, potential law enforcement involvement

Once you've assessed the risk, implement appropriate data protection measures based on the
severity and your organization's security policies.

Progressive response levels:

Level 1 - Monitor and Lock:

Enable lost mode with custom message and contact information
Track device location if GPS enabled
Monitor for any login attempts or data access
Display "Reward if returned" message (can be effective for honest finders)
Keep corporate accounts active but monitored

Level 2 - Selective Data Removal:

Remove corporate email account and cached messages
Wipe work profile or managed apps while preserving personal data
Revoke access certificates and VPN credentials
Disable corporate account access from the device

Data Protection Actions



Log out all active sessions for apps accessed from device

Level 3 - Complete Device Wipe:

Execute full factory reset removing all data
Disable device enrollment to prevent reactivation
Force password changes for all accounts accessed from device
Review audit logs for any suspicious activity before wipe
Document actions taken for compliance and insurance purposes

Important consideration: In Android Enterprise work profile deployments, selective wipe
removes only corporate data, leaving personal photos, contacts, and apps intact. This balances
security with employee privacy—especially important for BYOD scenarios.

Proper communication during a device loss incident is essential for coordinating response,
maintaining trust, and meeting legal obligations.

Internal notifications (immediate):

IT Security Team: Alert within 15 minutes with incident details and risk assessment
Employee's Manager: Inform of potential work disruption and replacement device needs
Legal/Compliance: Notify if device contained regulated data (HIPAA, GDPR, PCI-DSS)
Executive Leadership: Escalate for high-risk incidents involving sensitive data
HR Department: Coordinate replacement device, policy review, potential disciplinary
action

Employee communication:

Confirm receipt of loss report and actions taken
Provide clear timeline for device replacement
Explain any temporary access restrictions or account changes
Request cooperation with investigation if theft suspected
Document conversations for future reference

External notifications (as required):

Law Enforcement: File police report if theft suspected, especially for high-value devices
or confirmed theft
Insurance Provider: Report within timeframe specified in policy (often 24-48 hours)
Regulatory Bodies: GDPR requires breach notification within 72 hours if personal data
exposure likely
Affected Customers: Notify if their data was stored on device and exposure is probable

Communication Protocol

https://www.android.com/enterprise/
https://gdpr.eu/breach-notification/


Carrier Provider: Suspend service to prevent unauthorized usage charges

Thorough investigation helps prevent future incidents and meets compliance requirements for
regulated industries.

Essential documentation:

Incident timeline: When device was last verified secure, when loss discovered, when
reported
Device details: Make, model, serial number, IMEI, phone number, device ID
Data inventory: What corporate data was accessible from the device
Actions taken: Every security action with timestamp (lost mode, wipe, account lockouts)
Access logs: Last successful logins, recent data downloads, app usage
Recovery efforts: Location tracking results, communication with finder, police report
number

Investigation questions:

Were security policies being followed? (device locked, encryption enabled, auto-lock
timeout set)
How was the device being used? (work only, personal use, travel)
Were there any security warnings ignored? (jailbreak detection, outdated OS)
What was the last backup date? (determines data recovery capability)
Has this employee lost devices previously? (pattern identification)

Getting the employee back to productive work quickly while maintaining security is the final phase
of incident response.

If device is recovered:

Physical inspection: Check for tampering, damage, or signs device was accessed
Security verification: Complete factory reset even if device appears untouched
Re-enrollment: Treat as new device deployment with fresh security profile
Data restoration: Restore from latest backup or re-sync cloud data
Monitoring period: Increased security monitoring for 30 days after recovery

If replacement device needed:

Investigation and Documentation

Recovery and Replacement



Rapid deployment: Use zero-touch enrollment to provision replacement within hours
Temporary access: Provide loaner device or web-based access to critical apps
User training: Review security policies and proper device handling
Insurance claim: Submit claim documentation with incident report
Cost recovery: Determine employee financial responsibility per company policy

Every device loss incident should trigger a review of preventive measures to reduce future
occurrences.

Technical controls:

Mandatory screen lock: Maximum 5-minute timeout, complex passcode required
Automatic encryption: Enable full-device encryption on all managed devices
Find My Device: Ensure location services enabled for corporate devices
Automatic backup: Daily cloud backup of critical data
Geo-fencing alerts: Notification if device leaves expected geographic area

Policy improvements:

Clear ownership: Document whether device is company property or BYOD
Usage guidelines: When and where devices should/shouldn't be used
Reporting requirements: Immediate reporting mandatory, with escalation timeline
Financial responsibility: Employee liability for negligent loss
Travel protocols: Enhanced security for international travel

User training:

Quarterly security awareness training including device loss scenarios
Physical security practices (never leave device unattended, use security cables)
Recognizing social engineering attempts to steal devices
Proper procedures for reporting loss immediately
Understanding consequences of delayed reporting

Organizations with modern MDM solutions respond to device loss incidents far more effectively
than those relying on manual processes or basic security tools.

MDM enables rapid response:

Instant visibility: See device status, location, and last activity in real-time

Prevention: Reducing Future Risk

The MDM Advantage

https://support.apple.com/guide/deployment/automated-device-enrollment-overview-dep23db2037d/web


Remote control: Lock, wipe, or locate devices from anywhere
Selective protection: Remove only corporate data, preserving employee privacy
Compliance documentation: Automatic logging of all actions for audit trails
Preventive controls: Enforce security policies before incidents occur

Cost comparison: Without MDM, the average cost of a lost device incident for SMBs ranges from
$3,000-$10,000 when accounting for data breach risk, productivity loss, and replacement costs.
With MDM, rapid response typically limits costs to device replacement only ($500-$1,500),
representing an 80-90% reduction in incident cost.

Real-world example: A 50-employee consulting firm experienced 3 device losses in one year
before implementing MDM. Total cost: $28,000 (including one client data breach requiring
notification). After MDM implementation, 2 devices were lost but corporate data was wiped within
30 minutes. Cost: $1,800 for replacement devices. Annual savings: $26,200, while MDM
subscription cost just $3,600/year.

✓ Immediate (0-30 minutes):

Document incident details
Check MDM console for device status
Enable lost mode
Assess risk level
Notify security team

✓ Short-term (30 minutes - 4 hours):

Attempt device location/recovery
Implement appropriate data protection (selective wipe or monitor)
Notify relevant stakeholders
Review access logs
Begin investigation

✓ Medium-term (4-24 hours):

Execute full wipe if device not recovered
Change passwords for accessed accounts
File police report if theft confirmed
Contact insurance provider
Assess compliance notification requirements

✓ Long-term (24+ hours):

Provide replacement device

Checklist: Device Loss Response



Complete incident documentation
Review and update security policies
Conduct user training
Implement preventive measures

Don't wait for a device loss incident to establish your response plan. Cerberus Enterprise provides
comprehensive MDM capabilities that enable rapid response, selective data protection, and
complete audit trails—essential tools for protecting your business when devices go missing. Start
your free trial today and ensure you're prepared for tomorrow's security incidents.
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